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A Passion For Invention

Product: Armelin Widget SmartStick 100

Solution: - Meet DOD DAR requirements
- Comply with Army, Navy, Air Force
and Marine Corp policies

GuardianEdge and Armelin combine to fully comply with

requirements for USB flash memory usage under the Department

of Defense Data at Rest initiative (DAR) as well as Army, Navy, Air

Force and Marine Corps policies

When using USB flash devices, organizations with
access to protected classes of U.S. Government
information must comply with the United States
Department of Defense Data at Rest initiative (DAR)
— a set of policies designed to protect sensitive
government information stored on computing
devices. In addition, they may also be required to
comply with USB flash drive usage policies from the
Navy, Army, Air Force and Marine Corps.

GuardianEdge is a leading provider of mobile data
protection software to the U. S. Federal
Government, with policy-based controls for
encryption, monitoring, connection and auditing
designed to ensure compliance with these
initiatives. Armelin Widget complements the
GuardianEdge solution with the only devices to
meet all of the physical policy requirements of DAR
as well as additional initiatives from defense
organizations.

Armelin SmartStick 100

« The only USB flash devices to fully meet physical and
electronic requirements for DOD DAR as well as Army,
Navy, Marine Corps and Air Force policy

« High performance to allow encryption and decryption of
large files with minimal performance loss

« Designed to be physically tough and environmentally
friendly to satisfy the needs of government and defense
contractor organizations

GuardianEdge

The Leader in Endpoint Data Protection

« Encryption of data on hard disks, portable media and
portable devices as well as smartphones

« Wireless and physical port, device and file type controls
for PCs and smartphones

« Enterprise-class, scalable, policy-based management,
auditing and reporting closely integrated with Microsoft
Active Directory



ArmelinWidget

A Passion For Invention
Armelin Widget provides the only USB flash devices that are fully compliant with these usage
mandates. — SmartStick 100 USB flash drives:

+ Meet DAR requirements - a unique, digital serial number for each device, classification level digital
part number, and ultra high speed to support encryption requirements

« Comply with Army, Navy, Marine Corps and Air Force policies — Labeling, color coding, physical write
protection switch presence, aluminum enclosure with potted circuits for tamper protection and
tamper evidence, physical serialization, electronic serialization and more

GuardianEdge

GuardianEdge completes the solution - Providing products with policy-based controls, monitoring,
auditing and DAR approved, FIPS 140-2 validated, encryption.

» GuardianEdge Device Control —Restricts use to approved devices with policy-driven port and device
controls. Extends protection with file type controls that restrict file transfers to approved file types, as
well as the detailed monitoring, auditing and reporting required for compliance.

GuardianEdge Removable Storage Encryption — Protects data written to portable devices with DAR
approved, flexible, policy-driven encryption. Enables secure, administrator assisted recovery from lost
passwords.

GuardianEdge Advanced Authentication - Protects access to encrypted data on removable devices
using federally issued authentication certificates (such as SmartCards / CAC cards). .

The GuardianEdge Data Protection Platform — Supports GuardianEdge applications by providing a
complete, policy-driven environment that is centrally managed from a single console, natively
integrated with Microsoft® Active Directory® and also supports Novell eDirectory™ and non-domain
endpoints for the most cost-effective protection of critical mobile data. In addition, client software is
tamper resistant for added protection; detecting, logging and preventing attempts to remove or
change the software by end users.
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